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» Por gue abordar el lado oscuro.

« [res aristas del contexto.

« Una aproximacion al surgimiento del lado oscuro.
* Dimension personal.

« Dimension interpersonal.

* Dimension social.

» Reflexiones finales.
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SURFACE WEB

Wikipedia, Twitter, Amazon, Yahoo, NY Times,
Facebook, Google, Wired, etc.

DARK WEB

.onion sites, drug trafficking, political protests,
hackers & firearm marketplaces. .
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Persona

Number of people with anxiety disorders., World, 1990 to 2019

Number of people with an anxiety disorder, differentiated by sex. This is measured across all ages. Figures attempt to provide a true estimate
(going beyond reported diagnosis) of the number of people with anxiety disorders based on medical, epidemiological data, surveys and
meta-regression modelling.

2 Change country O Relative

300 million

250 million Males
200 million
150 million
100 million
Females
S50 million
0
1990 1995 2000 2005 2010 2015 2019
Source: IHME, Global Burden of Disease (2017) OurWorldinData.org/mental-health « CC BY
P 1590 O () 2019
CHART TABLE SOURCES & DOWNLOAD -

PROYECTO CULTURAL, CIENTIFICO ¥ COLECTIVO DE

NACIONAL



1. Personal

Current Opinion in Psychology
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/. Interpersona

23% of middle and high school students
have been cyberbullied in the past 30 days

The percentage of students who report being a target of cyberbullying has
increased 55% since 2015 and more than tripled since 2007. 45.5% of

middle and high school students report being cyberbullied at least once in

their lifetime.
|
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2. Interpersonal

41% of US adults have experienced some form of online
harassment (Pew Research)

Less severe forms of harassment were the most common — 31% of adults
reported offensive name-calling and 26% reported purposeful
embarrassment. More severe harassment includes sexual harassment

(11%), sustained harassment (11%), stalking (11%), and physical threats
(14%).
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3. S0OC

Satisfaccion con la democracia (2004-2016)

80

6% 57.8% 38.4% 56 905 <5 4ac
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= 95% Intervalo de conflanza (Efecto de dsefio mcorporado)
Fuente: € Barometro de las Amencas por LAPOP

https://uniandes.edu.co/es/noticias/antropologia/implementacion-del-acuerdo-de-paz-polarizacion-
y-desconfianza-ciudadana-en-la-politica
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https://uniandes.edu.co/es/noticias/antropologia/implementacion-del-acuerdo-de-paz-polarizacion-y-desconfianza-ciudadana-en-la-politica
https://uniandes.edu.co/es/noticias/antropologia/implementacion-del-acuerdo-de-paz-polarizacion-y-desconfianza-ciudadana-en-la-politica

3. 90C

SALUD MENTAL =

= El ruido politico se cuela en la vida de las
personas y dana su salud mental

Una investigacion psicolégica correlaciona el consumo constante de informacion
o <
politica y sesgada con un mayor estrés y deterioro del bienestar emocional
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https.//elpais.com/ciencia/2023-01-25/el-ruido-politico-se-cuela-en-la-vida-de-las-personas-y-dana-
su-salud-mental.htm
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Jna revolucion profunda y - gran escala




Con fundamentos importantes

Internet: £l nuevo
campo de batalla

Revolucion basada
en principios activos

Cambios
generacionales,
culturales
v en la forma
de comunicarnos




El nuevo campo de batalla
'3 nueva gran herramienta politica
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Tim Berners-Lee: This is for everyone

'I i Tim Berners-Lee W Follow

This is for everyone #london2012 #oneweb #openingceremony

@webfoundation @w3c
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http://bit.ly/R069cz

Revolucion gue se fundamento en principios activos




Construccion de |z inteligencia colectiva
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La rigueza esta en los datos,
en los contenidos, cn las conversaciones




L a web como verdadero entorno de interaccion social
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Arquitectura centrada en el usuario: { Hay un nuevo rey !
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Acostumbrado a obtener
gananclas de productos




Silicon Valley - Waves of Innovation

Internet

Integrated |
Circuits Innovation Ne

1950 1960 1970 1980 1990 2000
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TRISTAN HARRIS

https:.//en.wikipedia.org/wiki/Tristan_Harris



https://en.wikipedia.org/wiki/Tristan_Harris
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Smartphones Are Weapons of Mass
Manipulation, and This Guy Is
Declaring War on Them

Tristan Harris thinks big tech is taking advantage of us all. Canits
power be used for good?

By Rachel Metz October 19, 2017



https://www.technologyreview.com/2017/10/19/148493/smartphones-are-weapons-of-mass-manipulation-and-this-guy-is-declaring-war-on-them/
https://www.technologyreview.com/2017/10/19/148493/smartphones-are-weapons-of-mass-manipulation-and-this-guy-is-declaring-war-on-them/
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REMARKABLE PEOPLE

B3] FOGG

Behavior Scientist, Stanford Professor,
and Author of Tiny Habits: The Small
Changes that Change Everything







"...mMuchos de los agui presentes ya son

erms
J s

P'ero Mi meta es convemrlos en genlos
en el cambio del comportamiento.
BJ FOgQ



NATIONAL BESTSELLER

A mustr
ead for everyone who cares about driving customer engagement.”
—ERIC RIES, author of The Lean Stortup

UPDATED
EDITION

FEATURING A NEW

CASE STuDY

How to Build
Habit-Forming Products
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La rigueza esta en los datos,
en los contenidos, cn las conversaciones
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Dopamine wants to.

Stimuli release again.  Memory

Perform. Dopamine
Activity. Released

Pleasurable Activity
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Mobile Websites Can Tap Into Your Phone's Sensors Without Asking

Mobile apps need explicit permission to access your smartphone's motion and light sensors. Mobile websites? Not so much.

https//www. wired.comy/story/mobile-websites-
can-tap-into-your-phones-sensors-without-asking/



https://www.wired.com/story/mobile-websites-can-tap-into-your-phones-sensors-without-asking/
https://www.wired.com/story/mobile-websites-can-tap-into-your-phones-sensors-without-asking/

""""

Emotional Engagement and
Empathic Response

But could we reverse-engineer this research to program people to give a
desired response?

https:.//bigthink.com/surprising-science/this-
wearable-sensor-tracks-emotional-engagement-
and-empathic-response/



https://bigthink.com/surprising-science/this-wearable-sensor-tracks-emotional-engagement-and-empathic-response/
https://bigthink.com/surprising-science/this-wearable-sensor-tracks-emotional-engagement-and-empathic-response/
https://bigthink.com/surprising-science/this-wearable-sensor-tracks-emotional-engagement-and-empathic-response/
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L as nuevas adicciones

=
Facebook & Twitter

As Addictive as Cigarettes and Alcohol? i 7

When 205 German cidizens were asked o participale In a study on thelr E
i . e el | 4 acebook

and willpower, researchers we're astonished 1o discover that the desi

10 check inon popular social networkl [ Wed SIHES was more difficull 10 resist

tnAan Hi" ]"'u.' 2 G ST GORE OF CONSUH aiconol I'{Vl A% Ihl\'1 IS 1 '.i’l;"
COULD WE BE ADDICTED TO SOCIAL MEDIA?
Addiction 1s defined as a cormpulsivé nead for and use of a habit-forming substance er—

Fuente: http://visual.ly/facebook-and-twitter-addictive-cigarettes-alcohol



http://visual.ly/facebook-and-twitter-addictive-cigarettes-alcohol
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EL PODCAST DE

MARIAN
ROJAS ESTAPE

https.//open.spotify.com/show/2xV/VX/NQQACBYME2V/NNEHR =



https://open.spotify.com/show/2xV7Vx7NQgAC8vMt2vZNnE#_=_
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Que sufre las consecuencias de su reinado



Algunas consecuencias

Intrapersonal

Personal

oNn estas dimensiones
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El nuevo campo de batalla
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El nuevo campo de batalla
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Semana Suscribirse Crear cuenta

Tres enfermedades que se pueden presentar por el uso
excesivo del celular

En promedio, una persona hace uso de su teléfono entre cinco y ocho horas al dia.

6{2/2023

https://www.semana.com/vida-moderna/articulo/tres-enfermedades-que-se-pueden-presentar-por-el-uso-
excesivo-del-celular/202359



https://www.semana.com/vida-moderna/articulo/tres-enfermedades-que-se-pueden-presentar-por-el-uso-excesivo-del-celular/202359/
https://www.semana.com/vida-moderna/articulo/tres-enfermedades-que-se-pueden-presentar-por-el-uso-excesivo-del-celular/202359/
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HUMANS AND TECHNOLOGY

Screen time might be physically changmg
kids’ brains

By Tanya Basu November 4, 2019

R { A
% T

//Www technologyreview.com/2019/11/04/1320/1/screen-time-might-be-physi



https://www.technologyreview.com/2019/11/04/132071/screen-time-might-be-physically-changing-kids-brains/
https://www.technologyreview.com/2019/11/04/132071/screen-time-might-be-physically-changing-kids-brains/
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REDES SOCIALES

TikTok puede mostrar a adolescentes contenido sobre
suicidios cada dos minutos

Los usuarios de 13 anos, la edad minima requerida por TikTok, son expuestos a contenido preocupante.

Redaccion RPP 19 de diciembre del 2022 12:15 PM | Actualizado el 19 de diciembre del 2022 12:29 PM Siguenos en Google News @

https.//www.diigo.com/user/juandacorrea?query=enticonfio



https://www.diigo.com/user/juandacorrea?query=enticonfio

Universitat Oberta Agenda
Uoc de Catalunya N EWsS

Actualidad Entrevistas Kit de prensa Contacto

Actualidad

Dismorfia del selfi: cuando te
comparas con imagenes retocadas
o distorsionadas por filtros

https.//www.diigo.com/user/juandacorrea?query=enticonfio



https://www.diigo.com/user/juandacorrea?query=enticonfio

Tenia 12 aios, realizo un reto viral de
TikTok y murio

INFORMACION GENERAL 16 Enero 2023

El desafio consistia en aguantar la respiracion el mayor tiempo posible hasta desmayarse. El
descargo de la familia.

0000

https.//www.diigo.com/user/juandacorrea?query=enticonfio



https://www.diigo.com/user/juandacorrea?query=enticonfio
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https://es.vvikipedia.ora/wiki/Jaron_Lamer



https://es.wikipedia.org/wiki/Jaron_Lanier

JARON LANIER

DIEZ RAZONES
PARA BORRAR
tus REDES
SOCIALES
de INMEDIATO

DEBATE/

https.//www.abc es/tecnologia/redes/abci-tienes-borrar-redes-sociales-inmediato-

20180900214/ _noticia.ntml



https://www.abc.es/tecnologia/redes/abci-tienes-borrar-redes-sociales-inmediato-201809062147_noticia.html
https://www.abc.es/tecnologia/redes/abci-tienes-borrar-redes-sociales-inmediato-201809062147_noticia.html
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se menciona como
estamos..

POSPONER LA GRATIFICACION

MARIAN ROJAS-ESTAPE

www.instagram.com



https://www.instagram.com/reel/CoXDtarMsdC/?igshid=MDJmNzVkMjY=
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cuida
tu salud
mental

Porque tus pensamientos
afectan la salud.
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2,131,590 views | Tristan Harris » TEDxBrussels @ Like (63K) <] Share =+ Add

How better tech could protect us from distraction Read transeript

How often does technology interrupt us from what we really mean to be doing? At work and at play, we spend a startling amount of
time distracted by pings and pop-ups -- instead of helping us spend our time well, it often feels like our tech is stealing it away from
us. Design thinker Tristan Harris offers thoughtful new ideas for technology that creates more meaningful interaction. He asks:
"What does the future of technology look like when you're designing for the deepest human v...

https://www.ted.com/talks/tristan_harris_how_better_tech_could_protect_us_from_distraction



https://www.ted.com/talks/tristan_harris_how_better_tech_could_protect_us_from_distraction

https//www.tristanharris.com/

Your

O vbur Undivided Attention

attention

Tristan Harris and Aza Raskin, The Center for Humane Technology

https.//open.spotity.com/show/4KI3PtZaWJbAWKE9vgttoU



https://open.spotify.com/show/4KI3PtZaWJbAWK89vgttoU
https://www.tristanharris.com/

https.//www.tristanharris.com/

[ Center for Humane Technology ] KEY ISSUES SOLUTIONS RESOURCES ABOUTUS Q

TOGETHER WE MUST

Align Technology with
Humanity’s Best Interests

Our mission is to shift technology towards a more humane future that supports
our well-being, democratic functioning, and shared information environment.)

JOIN THE HUMANE TECH MOVEMENT

nttps//www.numanetech.com/



https://www.humanetech.com/
https://www.tristanharris.com/
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L a web como verdadero entorno de interaccion social
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Dismorfia del selfi: cuando te
comparas con imagenes retocadas
o distorsionadas por filtros

https.//www.diigo.com/user/juandacorrea?query=enticonfio
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"Dismorfia de Snapchat": el
fenomeno por el que cada vez
mas pacientes de cirugia
estética aspiran a parecerse a
sus propios selfies con filtros

Anna Davies
BBC Three

23 abril 2018
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Twitter se ha vuelto un arma poderosa que dispara insultos y
calumnias. ¢, Como enfrentar los ataques en esta red social?

o e =a

VIOLENCIA
-~ EN LARED

/ Violencia en la red: de la libertad de

Destacados

Abril 11 de 2013 D, el Abril 11 de 2013
. Me va tocar decir - ! Nuestras armas
( < ) que soy de las FARC A a%ae  estan listas para
S para que me liberen: Y . disparar: Corea del
Andrés Felipe Arias Norte

§ TECNOLOGIA

5:33 PM - 10 de Abrilde 2013

Violencia en la red: de la libertad de
expresion a las agresiones

POR: NOTICIASCARACOL.COM

A Twitter, por naturaleza una red social de opinién, han llegado usuarios dispuestos a insultar y
calumniar sin limite. ; Debemos preocuparnos? Informe especial.
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Hoy SE reqgulere rmas gue nunca.
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=sta teoria se centra en las necesidades de las

personas (ue estan en una situacion de
vulnerabilidad, dependencia, etc., dandose
prioridad a su cuidado.
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La rigueza esta en los datos,
en los contenidos, cn las conversaciones




Arquitectura centrada en el usuario: { Hay un nuevo rey !
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Como las grandes
tecnnlogicas amanazan
at futuro de {a humanidad
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"Hemos hecho un pacto con
el diablo, cambiando
comodidad y eficacia por una
tirania cada vez mayor de
informacion y eleccion".

Amy Webb
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« Data science doesn't
just predict the future.
It causes the future. »

CATHY O'NEIL

Diajtla)
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BY @DataCam

Cathy O'Nell
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"This is what | mean by

algorithmic oppressio

The tyranny of these types,

practices of discrimination e
just become opaque.”

Safiya Umoja Noble

Safiya Noble
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about the bright technological future,

put [ saw the dlgltal World replicate the
1nequaht1es of the “real” world.




Joy Buolamwini
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Algorithmic Justice League

Nttps://www.ajl.org/
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2P “| invite you to join
538 me in creating a
world where
technology works
for all of us, not just
some of us, a world
where we value
inclusion and center
social change.”

[know your value]



Algunos de los nuevos peligros
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EL FILTRO BURBUJA

SN ELI PARISER
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¢Que obligacion tienen las plataformas de redes Read transcrpt |
sociales con el bien comun?

https//www.ted.com/talks/eli_pariser_what obligation_do.

social_media_platforms have to_the greater good
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ASi COMO EL PETROLEO LLEVA AL CALENTAMIENTO GLOBAL

LOS DATOS LLEVAN AL ENFRIAMIENTO SOCIAL

i
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Nttps://www.socialcooling.com/es/
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1. Una cultura de la
conformidad

¢Alguna vez has dudado en hacer clic en
un enlace porque pensaste que tu visita
podria estar registrada y podria hacerte

quedar mal?

Cada vez mas las personas sienten esta
presion y comienzan a “autocensurarse”.

Esto se denomina "efecto paralizante”.

La ironia: Las libertades no nos son
quitadas, solo tenemos miedo de

utilizarlas.

Si salgo, al dia siguiente
pueden haber fotos mias
en Facebook...

Resulta mas dificil
dejarse llevar.

Nttps://www.socialcooling.com/es/
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2. Una cultura de aversion
al riesgo

Cuando a los médicos de Nueva York se

les dieron puntajes, esto tuvo resultados Si opero a pacientes con un cancer

inesperados avanzado, que tienen un mayor riesgo
de morir durante el procedimiento, me
arriesgo a obtener un puntaje mas

s = bajo.

Los médicos que intentaron ayudar a los d

pacientes oncoldgicos avanzados Necesito una puntuacion alta para
. ] atraer pacientes.

tuvieron una tasa de mortalidad mayor, lo

que se tradujo en una puntuacion mas

baja.

Los médicos que no intentaron ayudar
fueron recompensados con puntajes
altos, incluso cuando sus pacientes

. Fuente
morian prematuramente.

https.//www.socialcooling.com/es/
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3. Mayor rigidez social

Los sistemas de reputacion digital estan
limitando nuestra capacidad y nuesira

voluntad de protestar ante las injusticias.

En China, cada ciudadano adulto recibe
un "puntaje de crédito social" ordenado
por el gobierno. Esto representa su
comportamiento y se basa en los
registros penales, lo que dicen en las
redes sociales, lo que compran e incluso

los puntajes de sus amigos.

Si tienes un puntaje bajo no puedes
acceder a puestos en el gobierno, una
visa de viaje, un préstamo barato o

inclusive una cita en linea.
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No estoy de acuerdo con el
gobierno. Pero en la ciudad
inteligente es dificil protestar de
manera anonima.

Me preocupa que si mi puntaje
disminuye, no seré capaz de
ayudar a mi esposa.

Fuente

https.//www.socialcooling.com/es/
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3y Steve Tesich

https://rampaqges.us/rocketscout/2017/01/23/a-
government-of-lies-written-by-steve-tesich/

Laxr el
~



https://rampages.us/rocketscout/2017/01/23/a-government-of-lies-written-by-steve-tesich/
https://rampages.us/rocketscout/2017/01/23/a-government-of-lies-written-by-steve-tesich/

Posverdad verdad dlstorsmnada Y
4 manipulada deliberadamente parz

'mfluenmar la opinion publical}
i:@\vﬂiﬂl r\)n Q‘i@]ﬁ g

-~ o
~




® l
&y i
kL I 1l

9! It

JoEePoATO R




Abril 23 de 2013
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Ap The Associated Press & Y Follow
AP

Breaking: Two Explosions in the White
House and Barack Obama is injured

& Reply T3 Retweet Wy Favorite eee More
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1007 AM - 23 Apr 13
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Linea de tiempo

The Dow's tweet

retr Tues 1:05 p.m. ET 4 p.m. ET
A?;f—;fzag,oz%lg ay Dow up 134 pts Dow closes at

14,719.46, up
152 pts

1:07 p.m. ET
@AP reports
'‘Barack Obama 1:14 p.m. ET

is injured’ Dow recovers to
14,693, up 126 pts

1:10 p.m. ET
Dow at 14,554

down 13 pts,
a drop of 147 from
before AP report
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Venta en corto

GAMESTOP

*4\ ;; ]

DS: La saga GameStop | ’» 2

~— 39 de 41 min AGENTE BURSATIL POR INTERNET
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MIT News

ON CAMPUS AND AROUND THE WORLD #Z SUBSCRIBE

Study: On Twitter, false news travels faster than
true stories

Research project finds humans, not bots, are primarily responsible for spread
of misleading information.

() Watch Video

Peter Dizikes | MIT News Office
March 8, 2018

e&



https://news.mit.edu/2018/study-twitter-false-news-travels-faster-true-stories-0308
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DEEPFAKE



Singularity Hub

Deepfakes: Faces Created by Al Now Look More Real Than
Genuine Photos

e Manos Tsakiris”
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TGChndogy Featured Topics Newsletiers  Events Podcasts Signin Subscribe
Review

ARTIFICIAL INTELLIGENCE

This Al lets you deepfake your voice to speak
like Barack Obama

Advances in machine learning will soon make it possible to sound like yourself
with a different age or gender—or impersonate someone else.

By Will Knight February 27,2019
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Manipulacion a gran escala v Ia
crisis de la democracia
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Cambridge Analytica has
5000 data points on every American voter...

/PERSQNAL , .IO\ l

Cambridge e

Analytica N
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...but you can get a copy of your data!




Mission

Use large-scale data analysis
“to change audience behavior”

(company website)

Key investors

Robert Mercer

US billionaire,
Republican Party donor

&

T an
n
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Steve Bannon

! former Trump strategist

Subsidiary of: Founded:
British marketing 2013
company Strategic

Communication

Laboratories (SCL)

alt-right US media executive

Strategy

Targets micro-groups of voters
with personalised messages
based on their social network profiles
(eg Facebook) to influence

the way they vote

Mark Zuckerberg
Facebook CEO

Campaign
US presidential Donald Trump

US President

Alexander Nix

CA chief executive
(suspended)

In Britain, the media has questioned
Cambridge Analytica’s role during the
HQ: the Brexit referendum on EU membership.
London, UK Nix denies the company worked on Brexit

Sources: Cambridge Analytica, SCL Group © AP
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https://www.youtube.com/watch?v=091nvbJSmS4
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Up to 87 million Facebook users

Had their data exposed by

y

Facebook

v

Exposed raw data of up to 87 million profiles to...

v

Cambridge Analytica

Political consulting firm

Worked on...

!

|' 'I'I Trump campaign
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Same demographics, different personalities

Female
25-35 Years old
W AMEX User
Openness
Conscientiousness
Extraversion
Agreeableness
Neuroticism _

People with high openness and extraversion
love new experiences they can share with
lots of people.

Female
25-35 Years old
AMEX User
Qpenness ——
Conscientiousness
Extraversion S
Agreeableness —_—
Neuroticism

People with low openness and extraversion
really value down time spent with their
closest friends.






ORIGINAL MUSIC FROM THE NETFLIX DOCUMENTARY FILM

sv GIL TALMI
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Ehe New Jork Times

Asi es como Finlandia ensena a los
chicos a detectar la desinformacién

La alfabetizacién mediatica es parte del plan de estudios nacional
desde preescolar. Los estudiantes del pais nérdico son de los mas
resilientes contra la desinformacién en Europa.

el e

https//www.nytimes.com/es/2023/01/13/espanol
/finlandia-clases-desintformacion.ntm|



https://www.nytimes.com/es/2023/01/13/espanol/finlandia-clases-desinformacion.html
https://www.nytimes.com/es/2023/01/13/espanol/finlandia-clases-desinformacion.html

“bien usda 0S
Dersonales



ADOY3

Nttps://www.ajl.org/



https://www.ajl.org/

Resalta y crea referentes significativos

TRISTAN HARRIS




Cuida las posturas ajenas

No estoy de acuerdo con lo que dices,
pero defendere con mi vida tu derecho

a expresarlo.
— Voltaire —
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Sacandole provecho a las
parte 4.

Internet: la gran maravilla de
nuestros tiempos: el l[ado

OSCUroO

Catedra
Pedro Nel Gomez:

Mindset innovador a
prueba de futuro
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